Prevent Cyber Security Attacks &

MMB A Enforcement Actions
Thursday, June 9, 2016

MASSACHUSETTS MORTGAGE
BANKERS ASSOCIATION

Four Points by Sheraton, Norwood, MA
Registration: 8:15 AM Program: 9:00 AM - 3:00 PM

The mortgage industry faces cyber security challenges each and every day. We collect more personal
data from consumers than any other financial services industry and this makes us a prime target for
cyberattacks and examination penalties.

Cybersecurity assessments are regular and ongoing parts of all bank and credit union examinations.
The Division of Banks is requiring all non-depository institutions to measure cyber risk and
cybersecurity preparedness no later than June 30, 2016.

Join the FBI, federal and state regulators and IT consulting experts as they provide you with the
latest in cyber security issues and provide you with tools for making sure you have the updated
policies and procedures in place to prevent cyber-attacks and enforcement actions!

Cyber IT Security Experts Include:

James Deitch, CEO
Teraverde

John McCavanaugh, Director of Business Development
Lighthouse Computer Services

Craig Taylor, Chief Security Officer
Neoscope Technology Solution

Cost: $150 MMBA Members / $295 Non-Members

Reqistration Form — Prevent Cyber Security Attacks and Enforcement Actions-June 9th

Name:

Company Name:

Address:
City: State: Zip:
Telephone: Email:*

(Please Select 1) Members [ $150.00 Non Member [1$295.00
Charge to JAMEX [COMasterCard [ Visa

Cardholder Name (Print Please):

Card #: Expiration Date:

Cardholder Signature:
Mail Check Payment to: MMBA, 185 Devonshire Street, Suite 703, Boston, MA 02110 / Phone (617) - 570-9114

Fax registration form to: (617)570-9115
(see schedule on reverse side)



Prevent Cyber Security Attacks and Examination Issues
Thursday, June 9"

Registration: 8:15 AM

Program: 9:00 AM -3:00 PM

Four Points by Sheraton

1125 Boston-Providence Highway

Norwood, MA 02062

The mortgage industry faces cyber security challenges each and every day. We collect more personal data
from consumers than any other financial services industry and this makes us a prime target for cyberattacks
and examination penalties.

Cybersecurity assessments are regular and ongoing parts of all bank and credit union examinations. The
Division of Banks is requiring all non-depository institutions to measure cyber risk and cybersecurity
preparedness no later than June 30, 2016.

Join the FBI, federal and state regulators and IT consulting experts as they provide you with the latest in cyber
security issues and provide you with tools for making sure you have the updated policies and procedures in
place to prevent cyber-attacks and enforcement actions!

Tentative schedule of events:

General Session (9:00 AM -10:30 AM)
e FBI (invited) to discuss cyber security issues that they are seeing
e Massachusetts, federal and other state regulatory approaches to information security
e Legal Ramifications of Information Security Matters
e Social Engineering — Source of 80+% of breaches

Breakout Sessions (2): 10:45 AM -11:45 AM
1. Info Security 201 (Independent Mortgage Bankers/brokers)
Join James Deitch, CEO of Teraverde, as he leads an informational session on constructing and
updating your Information Security Program for mortgage bankers based on MBA White Paper, MA
Division of Banks and FFIEC industry guidelines.

2. Infor Security 201 (Depository Track)

Join Craig Taylor, Chief Security Officer at Neoscope Technology Solutions, as he leads an informational
session on cyber security updates including two-factor authentication, Virtual Private Networks, WiF|
Security, Spear-Phishing attacks, Wire Fraud attacks and protecting your bank or credit union from
these forms of attacks.

LUNCH (Noon -1:00 PM with informational tables)

General Session - Tales from the Trenches (1:00 PM -2:00 PM)

Join John McCavanaugh, Director of Business Development for Lighthouse Computer Services, as he leads
an informative and interactive session with lenders discussing real examples of breaches, how they
occurred, what could have been done and lessons learned. Time permitting we may also have a
demonstration of hacking techniques used by cyber attackers.

Roundtable Super Session Q&A (2:00 PM -3:00 PM)



